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Virtual Private Network (VPN) User Guide for Window 8

Step 1:

Troubleshoot problems

Open Network and Sharing Center '
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This is a Window 8 desktop screen shot. On right side, adjacent to “Time and Date”
view, you will see internet sign like signal bars or a box.

1- Right click on signal which is indicated with number 1 in red color.
2- Now click on “Open network and sharing center” which is indicated with
number 2 in red color
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Step 2:

v Metwork and Internet » Metwork and Sharing Center v & Search Conl

View your basic network information and set up connections
View your active networks
Access type: Internet

Library-Students

Private network HemeGroup: Ready to create

Connections: !l Wi-Fi (Library-Students)

Access tyy

Unidentified network Connectid
Public network

Choose a connection option

Change your networking settings

gn Set up a new connection or network 1 Connect to the Internet
. , aia-up, nection; or set up Set up a broadband or dial-up connection to the Internet.

[=¥] Troubleshoot problems Lk Set up a new network

Diagnose and repair network problems, or get troubleshoo “e, Setup @ new router or access point.

e C(Click on “set up a new
connection or network”
which is indicating with Set up o dia up or YPN connection fo your work
number 1

Lk Manually connect to a wireless network
<a®, Connect to a hidden network or create 3 new wireless profile,

lace,

e A new Window will appear,

click on “connect to a
workplace” at number 2
and click on “Next” button
as showing at number 3.

Do you want to use a connection that you already have?

Step 3:

(@) Mo, create a new connection 1

() ¥es, I'll choose an existing connection

e Choose “No, create a

e A
. ” ZongWap
new connection” as v, R

indicating with _
i HEC
number 1 @ WAN Miniport (IKEv2)
e Now click “Next” L HECVPN

i‘g WAN Miniport (IKEv2)

K. ZonaWao 0




Step 4

e C(Click on “Use

my internet How do you want to connect?
connection
(VPN)” 2 Use my Internet connection (VPN)

Connect using a virtual private network (VPM) connection through the Internet.

¢ b

= Dial directly
Connect directly to a phone number without going through the Internet.

Step 5:

Write same IP

(210.56.13.7) as
internet address
Write connection Type the Internet address to connect to
name as you like in

. . Your network administrator can give you this address.
“Destination name” gvey

Now click on Internet address: | | 111.68.99.50

“Create” button -
Destination name: 2 VPN Connection

D Use a smart card

Remember my credentials

# [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.




Step 6:

VPN account has
been established as
seen in green box

It requires some
advance settings
which can been seen
in next steps

Networks

Airplane mode

Off

Connections

2 7ongWap

ﬁ? HEC

n.g.) HEC VPN

n.? VPM Connection

Wi-Fi

On

| Library-5tudents

LIB-Comsats-F04
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Step 7:

e Click on “Change adapter settings”

%CF“: » Control Panel » All Control Panel tems » Network and Sharing Center

—— — ——

Control Panel Home 2 D i o -
View your basic network information and set up connections

Manage wireless networks @: s 0 See full map
~

I Change adapter settings I

LIBRARY-HP LIB-Comsats-F04 Internet
Change advanced sharing (This computer)
settings : 3 :
View your active networks Connect or disconnect
LIB-Comsats-F04 Access type: Internet
3 Connections: ! Wireless Network Connection
Public network

(LIB-Comsats-F04)

Change your networking settings

ﬁ. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

e Right click at newly created “VPN connection” as indicating with number 1

ch Network Connecti

e C(Click on “Properties”

Organize v B~
= | Bluetooth Network Connection ™ Ethernet :. HEC L‘ HEC VPN || VMware Network Adapter VMnet1
: Not connected ¥ Network cable unplugged &= Disconnected M= Disconnected > _ Unidentified network
X 9 Bluetooth Device (Personal Area... 3 @7 Realtek PCle FE Family Controller é WAN Miniport (IKEv2) g WAN Miniport (IKEv2) @ VMware Virtual Ethernet Adapter ...
= \JM,;W,: fNedtwo:( Aiapter VMnet§ I‘ !‘_ XPN Connecgion ‘I W™ \LNli)-Fi it l:z@ [Z)ongWapct ,
% > _ Unidentified networl . ibrary-Students s>, Disconnecte
@ VMware Virtual Ethernet Adapter ... @ WA Connect / Disconnect Dell Wireless 1705 802.11b/g/n (2.... “‘ Standard Modem over Bluetooth ...
Status
Set as Default Connection
Create Copy
Create Shortcut
& Delete
% Rename

General |Optior|5| Security J| Networking I Sharing|

Host name or IP address of destination (such as microsoft com or
157.54.0.1 or 3fe1234::11711):

210.56.13.7

2 % Properties

Step 9:

First connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this virtual connection.

e Click on “Security” tab ["] Dial another connection first:

Privacy statement




Step 10: | General | Options | Security | Metwarking | Sharingl

Type of VPN:

e Click on “Allow these protocols” |F~L-rtnmatic w |
radio button which is indicating | Advanced settings |
with number 1 Data encryption:

e Click on “Challenge handshake Optionil encryption (connect even o encryption) v
authentication protocol (CHAP) to Authentication
mark check box. (7) Use Extensible Authertication Protocol (EAF)

e Now click on “Ok” at number 3

Properties

these protocols
AP-MSCHAPY2 will be used for IKEvZ VPN type. Select

ary of these protocols for other VPN types.

[ ] Unencgpted password (FAP)
II e Handshake Authentication Protocal (CHAF)
Microsoft CHAP Version 2 (M5-CHAFP v2)

[ Automatically use my Windows logon name and
password (@and domain, if any)

S o

1gged nected

Step 11: ly Controlle & VPN Connection Properties finiport (IKE
| General I Options | Security | Metworking I Sharingl s
nected
2 Type of VPN: -d Madem ¢
|P¢.rtomatic v|
Data encryption:

. The protocols you have selected include PAP and/or CHAP. If one of
° Click “Yes” these is negotiated, data encryption will not occur. Do you want to keep
these settings?

Challenge Handshake Authentication Protocal {CHAR)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

0K || Cancel




Step 12: Step 13:

e Newly created VPN connection showing in e Give user name and password at box 1
green box at number 1 e Clickon “Ok” at number 2
e Click on “Connect” at number 2

Networks

Airplane mode

Off

Connections

Y ZongWap

gz,) HEC

070 HECVPN

Password

User name

0 VPN Connection Domain:

VPN account has been established and

it should connect now.
On If connected, visit
ww3.comsats.edu.pk/library

Click at “HEC Digital Library”

Click at IEEE. If there is COMSATS logo

and name at IEEE site, it means, your

Jl Library-Students

VPN working correctly
LIB-Comsats-F04




